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Model Driven Engineering

* Model Driven Engineering (MDE) is a (software)
development methodology focusing on creating and
using (domain) models

« models are first class citizens

* Functional safety is the part of the overall safety of a
system or piece of equipment that depends on the
system or equipment operating correctly in response
to its inputs, including the safe management of likely
operator errors, hardware failures and environmental
changes.
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Background: standards
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- Audi is recalling about 850,000 cars worldwide for a
software problem that could cause airbags to fail to
operate properly

- National highway traffic safety administration has
recalls defects information:
http://www.nhtsa.gov/Vehicle+Safety/Recalls+&
+Defects
 November 4: 5,412 Infiniti hybrid vehicles from 2014. Recalled

for a software error which may cause the electric motor to
stop working.

* October 29: 132,223 Chrysler vehicles from 2014. Recalled for
an issue with software that may disable the Electronic
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Autonomous and connected cars




Background: certification

Standards

Compliance argument

5 Item definition

5.1 Objectives

The first objective is to define and describe the item, its dependencies on, and interaction with, the
environment and other items.

The second objective is to support an adequate understanding of the item so that the activities in subsequent
phases can be performed.

5.2 General

This clause lists the requirements and recommendations for establishing the definition of the item with regard
to its functionality, interfaces, environmental conditions, legal requirements, hazards, etc. This definition
serves to provide sufficient information about the item to the persons who conduct the subsequent subphases:
“Initiation of safety lifecycle” (see Clause 6), “Hazard analysis and risk assessment” (see Clause 7) and
“Functional safety concept” (see Clause 8).

NOTE Table A.1 provides an overview of objectives, prerequisites and work products of the concept phase.
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Background: OpenCOSS
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Challenge: cross-domain framework
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Goals of OpenCOSS

e Support for product development process; :
i « Common Certification Language is designed for :

i those 3 domains; @
: « Generic Meta Model (GMM) has been developed.

------------------------------------------------------------------------------------------

el

_§ " atiol Target for

g § Framework Standardization

o 9

5 & agem Target for Open
© Infrastructure Source Services

-----------------------------------------------------------------------------------------

« Use safety case to demonstrate safety;

_ Common Safety Case Approach to manage
— certification data and reduce the cost.
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Generic vs Specific Meta Model

- GMM ------ for all those three domains, designed for
certification data reuse

- Why a Specific Meta Model

« Different ways of addressing safety:
— per domain
— per company
— per project
* For each domain, user need to change their current way of

working to conform to GMM. Although it is good for reuse,
but for other part, the costs may increase.
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Standards

* Most important requirement in automotive:

» A vehicle should not harm its passengers or (people in) its
environment

- Safety related standards for automotive:
« |[EC 61508 (Functional Safety standard)
* I1ISO 26262 (Functional Safety standard)

Technische Universiteit
e Eindhoven
University of Technology

04/12/14 PAGE 11



Developing a Safety Case
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Standards

* 1ISO 26262 is the adaptation of IEC 61508 to comply
with needs specific to the application sector of E/E
systems within road vehicles:

* Provides an automotive safety lifecycle (management,
development, production, operation, service,
decommissioning) and supports tailoring the necessary
activities during these lifecycle phases.

* Provides an automotive-specific risk-based approach for
determining risk classes (Automotive Safety Integrity Levels,

ASILs).
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Standards

2. Management of functional safety

| 2.4 Management during complete safety lifecycle | | 2.5 safety management during development | 2.6 Safety management activities after SOP
3. Concept phase 4. Product development system 7. Production
(3.4 Item definition ] and operation
4.10 Product releasg [7 4 Production

3.5 Initiation of safety lifecycle
(modification and derivates)

4.9 Functional safg

] 7.5 Operation, service
and decommissioning

3.6 Hazard analysis and
risk assessment

3.7 Functional safety concept ]

and control of sys
HW failures

Core processes

5.9 Qualification of parts
and components W integration and test
5.10 Overall reﬁulnements
for HW-SW interface .10 SW safety acceptance test |

8. Supporting processes

8.4 Interfaces within distributed developments 8.10 Verification activities
8.5 Overall management of safety requirements 8.11 Documentation
2 R Canfiniratinn mananamant 2 192 Nuarall Anality Mmananamant
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Approach

Generic meta- Common
model for Certification
certification Framework

Meta-models
of standards
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Overview of ISO 26262

| 2.4 Management during complete safety lifecycl 3 - C o n ce pt ph as e
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Look from 3 different views

—relationships between standard and project

Safety Standard

|[oA8] plepuels

|aA9] 309loid

[ Process } >[ Product J
Has output
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Modeling for safety reuse

i Structure model of 1S026262 i
E Conceptual modeI\ /Process model of\ i
i of 1ISO26262 1ISO26262 !
E (e.g. model of (e.g. model of i
| Part3 Part3 |
AN ) / \_ ) J
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Model driven approach

* Result is an ad-hoc mapping from Generic Meta
Model (GMM) to Specific Meta Model (SMM)

 Manual work
* Error prone
- Hardly any traceability

* Alternative approach based on meta model
transformations
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Meta model Transformation

Generic MM _ _ Specific MM
(Epsilon & Eugenia)

Meta model Transformation

use

------------------------------------
o* .

Operators & » &
----MM Refine Language

EMFText . W
( ) L Y ey
DSL containing Domain
Concepts
(EXterna| Element etC) Technische Universiteit
T U ﬁngﬁyof Technology

expressed in MMRL

04/12/14 PAGE 20




Model driven approach

- Why MMRL & MMT?

* Using modeling techniques to reduce those extra cost
introduced by GMM.

* Recorded traceability.

« Provide a user friendly language.

« A editor based on SMM could be generated automatically.
— User can keep their current way of working.
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Reuse via Model Transformations

CompanyX Project
Generic MM 1ISO26262 MM MM for fuel cars

Update GMM: Specialize ISO MM: C X Proiect
Concepts from 1ISO26262 C%ncepts fr;m ompany r ojec
ompany MM for electrical cars
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Sequences of transformations

ISO 26262 Company-specific Project-specific
/ Conceptual Model 2 Conceptual Model 3 Conceptual Model A
Generic IEC 61508
Conceptual Model 3 Conceptual Model
\ Project-specific
EN 50128 Conceptual Model B
Conceptual Model
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Meta Model Refinement Language

- MMRL operations:

e Structural

- AddPackage, AddClass, AddAttribute, AddDataType and
AddReference

 Annotation
— ReplaceAnnotation and AddAnnotation

« Enumeration
- AddEnum and AddEnumlL.iteral

 Modification
— Abstract and RenameElement
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MMRL Operations Definition

add annotation "gmf.node" {

- Add annotation ------ for editing (Ev  [1ebel" = “nare’,

E KeyValuePair
= key : EString
= wvalue : EString

0“*
details

B AnnotationDefinition annotations

= source : EString 0.*

1.1 1.1

newAnnotation annotation

£l ReplaceAnnotation

. E AddAnnotation
= source : EString

llsize" = ll79,59",

"label.placement” = "internal”

} to gmm.Hazard
gmm.HazardEvent
# gmm.SafetyGoal
add annotation "gmf.link" {
} to gmm.Hazard.hasSAL

gmm.HazardEvent.determinedBy
gmm.Hazard.tackledBy

4

4 [ Hazard -> NameElement
4 fim gmf.node
label -> name
size -> 70,50
label.placement -> internal
@) NameElement
a4 = hasSAL: SAL

< Hazard
' - =) gmflink

E ModelElementDefinition

(1) SAL
—— » = tackledBy : SafetyGoal

Technische Universiteit
Eindhoven
University of Technology

04/12/14 PAGE 25




Case study: Common Certification Language

> H NameElement

> = name : EString
= description : EString

0.* .
A definesElement
' H safetyStandard |definesApplicabilityLevels |H ApplicabilityLevel
definesArtefacts i :
H Artefact - standard : EString [ 0
0.* = version : EString
- scope: EStrm'g definesCriticalityLevels| H CriticalityLevel | [0..1
produces < = authors: EString |g,
0“*
definesActivities [3
0. definesReqs 0.1
1.* 1.* , asCriticality [ hasApplicability
definesCAs ‘
T ac _ E Requirement 0.1 H CriticalityApplicability
Aclivity fufilReqs | = objective : EString
0.* assignedTo 0.1
1> Yy 0.1
. ‘ -
’ recommendsl.lethodsaSS|gned ©
E Method
decomposedIn ¢ « executedBy 0.* uses
H Role
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Case study-MM Refine Language (MMRL)

}

> B NameElement [ f TT T T T T TTEAN
o id : EString .
© name : EString 2 1 Rename’ :
B = description : EString < I Add attrlbute I
4 4 hasElement - N
0.* ' — -~ — —
definesImportances
H 15026262Framework H Importance
add class HazardEvent { < standard : EString 5 o recommended : RecommendedLevel
superTypes { o oo Ene T
gmm.NameElement o 8
} add enum RecommendedLevel { 1 to I +
: literals{ eve 0 lmportance
} tog HighRecommended{
. [ literal "HR" d {
add reference determinedBy { ‘e% value 1
lowerBound O "L } vel
type gmm.Hazard ] Recommended{ vel
} to gmm.HazardEvent i literal "R"
L value @ r
t

¥

H HazardEvent _

o controllability : ControllabilityLevel determinedBy k } to gmm

o severity | SeverityLevel IR

= exposure : ProbabilityofExposure D

G
— = e e e < #humeration> > < <enumeration> > <<enumeration> > < <enumeration> > @ B
2 ProbabilityofExposure
{ Add ClaSS' ¥ Ecommendedlevel | _| £ ASIL N £ LontrollabilityLevel £ SeverityLevel - Eo
y IghReco = o = S0 ='E1

| . 'Recommen . - C1 - s1 -
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Tool Support

] 15026262.5mm _diagram 337
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test.sbvr d) default.simplegsn_diagram
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Name:
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[£] RegListTest

* | 52 Palette b
g R
(= Objects
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Future work:

Semantics of Business Vocabulary and Business Rules (SBVR)

Base Business
Definitions & Rules
on Verb Concepts

Definitions &
Rules

Associate Concepts to | Verb Concepts
define Verb Concepts (Fact Types)

t

Define Noun Concepts | Noun Concepts

Vocabulary

Develop
Vocabularies and
Rules Sets to
represent them
(starting with terms
for the concepts)

It is obligatory that each driver of a rental is qualified.

rental has driver

driver is qualified

The noun concept ‘driver’ is a facet of the noun concept ‘person.’
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Proposed Solution

TopGoal

System hazards
addressed in...

SubClaim

Risk associated with
all remaining...

Language can be controlled:

« Restrict by using a concise
vocabulary;

« Limiting the size of sentences;

« Reducing the complexity of
sentences;

« Restrict the verbal syntax; such
as use of smaller set of tenses;

- Etc.

Build safety case with
structured language.

Claim

VINo intolerable riskg
present in system.
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Conclusion

- A meta model transformation approach is proposed
to facilitate safety assurance

- A meta model refinement language is defined and
implemented.

- MMRL can support:

« comparative mapping between different conceptual models
— Potential support for safety case reuse

* Traceability management in the sequence of transformation
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Propositions

- Mechanical engineers and electrical engineers are
taking over software development

- Software engineers should not become domain
experts

- Software engineers should be multi-disciplinary
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Thank you !
Questions?

/ department of mathematics and computer science
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