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Finding security risks 

Penetration 
tests 

Automated security 
code analysis 

All security risks 

Security design/
code reviews 

Build quality 
analysis & reviews 

Cyber Security:  
By accident or by design? 

Secure data transport

Identification strength

Access management strength

Session maangement strength

Authorized access

Input and output verification

Secure data storage

Evidence strength

Secure user management

Overall rating

Rating HHHHI HHHHI HHIII HHHHI HHHHI HHIII HHHHI HHHII HHIII

Confidentiality &
Integrity X X X X HHHII

Non-repudiation &
Accountability X X HHHII

Authenticity X X X HHIII

The SIG software security model is based on the ISO/IEC 25010 standard 
‘System and Software Product Quality Model’. 

Measuring software security 

Software Security Model 

Security Risk Assessment Process 

Risk Based Roadmap  
H. Xu, J. Heijmans and J. Visser.   
A Practical Model For Rating Software Security.  
The 7th International Conference on Software Security 
and Reliability.  
Washington, D.C., USA, June 2013. 
 
Our partner is Radboud University Nijmegen and the 
project is funded by Netherlands Enterprise Agency. 

Publication and Partners 

Who: The Software Improvement Group (SIG) specializes in measuring software 
quality (security, maintainability, reliability, performance) and provides actionable 
recommendations to improve design, source code and the development process. 
What: Through SBIR-funded research SIG further develops its method for finding 
security weaknesses using a mix of design/code review, build quality analysis, code 
scanning and penetration tests, in order to assess the level of security in 1-5 stars. 
The research involves 20 pilots with various organizations. 
Why: 75% of worldwide security incidents are caused by mistakes in software. SIG’s 
approach provides a thorough, structured, consistent and repeatable way to have 
continuous insight in software security, from the very start of development. It 
includes the analysis of build quality in order to prevent making software mistakes.  

SIG looks at the design, code, software 
development process and optionally at 
the system in operation (penetration 
test). Findings on design, code, process 
and operation are summarized in a star 
rating and lead to recommendations. 
 
A Security Risk Assessment follows a well 
defined process to establish to what 
extent a software system is protected 
against security issues and defines what 
steps are necessary to get security at the 
right level.  
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Risks 
1. Missing certificate check by mobile app abused 

2. Passwords in database get decrypted by code in 
database and leak 

3. IAM is hacked since URL and version are exposed 

4. Password leaks from registration log 

5. Developers create data leak because of high 
complexity in website architecture 

6. Backdoor in API is abused 

7. Injection attack abusing browser-only input 
validation for date of birth 

8. Attack is missed because logging/monitoring of key 
process is not in place 

HHHII 

 3 manmonths HHHHI 

(3+) 5 manmonths 
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A Consultant’s Guide to Security Risk Assessments 

4.1.5 Including a penetration test 

We do not perform penetration tests ourselves, but hire external experts instead. Pene-

tration testers take one or multiple URLs of a working system as a starting point for their 

test, and attempt various known attacks within a time box (usually 1-2 weeks). The Se-

curity Practice can assist you in finding a penetration tester, but account manager and 

consultant need to address the following: 

• Get scope and pricing clear. The testers need to have some idea of the size of the 

system to test to base their pricing on. This can be accomplished by arranging 

access to a testing environment or by having the client indicate the size (typical-

ly in number of pages). Either way, the systems and URLs to test need to be 

clearly demarcated. 

• Make sure your client signs an indemnity waiver (‘vrijwaringsverklaring’). This 

document waives any damages the test may cause; the test cannot start with-

out this. SIG does not need to be a party in this agreement, but you will need to 

make sure the agreement is signed to prevent any delays during the project. 

4.2 The delivery process 

The delivery process of a SecRA follows the regular SRA process, with the addition of the 

optional penetration test. Figure 8 shows how the five steps of SIG’s security analysis 

map to the SRA process. 

 

 

Figure 8: Mapping of security analysis steps to the SRA process. 

The remainder of this section lists best practices and specific points of attention regard-

ing security for each session in the typical SRA process. This section is not meant to give 

an exhaustive description of the SRA process 

4.2.1 Kick-off session 

In addition to the regular SRA stakeholders, the people responsible for security need to 

be identified and present, if possible (e.g. Chief Information Security Officer (CISO), (Op-

erational) Security Officer, Security architect). 

3. Analyze and rate 
security measures 

(e.g. HHHII) 

Kick-off and 
strategy 
session 

Technical 
session 

Validation 
session 

Risk validation 
session 

Final 
presentation 

Analysis in SIG Lab + (optional) penetration test 

2. Assess 
Threats 

1. Define 
assets & 
business 
impact 

4. Assess Risks: 
Threats - Measures 

5. Develop a 
roadmap to 
mitigate risks 

3. Analyze and 
rate security 
measures 

Analysis in SIG Lab + (optional) penetration test

Final
presentation

Kick-off and
strategy 
session

Technical
session

Validation
session

Risk validation
session

Risks 
1. Missing certificate check by mobile app is abused 

2. Passwords in database get descrypted by code in 
database and leak 

3. Access management is hacked since location and 
version are exposed 

4. Passwords leak from registration log 

5. Developers create a data leak because of high 
complexity in website architecture 

6. Backdoor in the application interface is abused 

7. Injection attack abuses browser-only input for 
validation of date of birth 

8. Attack is missed because logging/monitoring of key 
process is not in place 

Confidentiality: 
Balance is only 

visible to the owner 

Integrity: 
Only the owner can 

change the cash 
balance (data) 

Non-Repudiation: 
It can be proven that a 
transaction took place 

Accountability: 
It can be tracked 

who made a transfer 

Authenticity: 
The user is in fact ‘Hr 

A. van Dijk’ 


